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Itesso - IDPMS customer release notes
IDPMS 3.16.4

Change log
Version Author Description Date
1.0 DVH Initial version 22-06-2015
1.1 DVH Adding On Premise Update 15-07-2015
1.2 DVH Review 15-08-2015
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Overview

This document describes the major changes and enhancements in IDPMS version 3.16.4. A
detailed document on all (technical) updates can be requested via our support department.

Although IDPMS version 3.16.4 does not seem to have an extended list of new features and
fixes, it does contain two new modules that are of major importance for future IDPMS releases.

This document describes the functionality of these two new modules and lists the smaller
enhancements in this version.

Our Itesso support department will contact the hotel to schedule the installation of this new
IDPMS version or you can contact them directly for quicker scheduling.
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PCIl SSC Data Security Standards

IDPMS versions previous prior to v3.16 are fully complied with the Payment Application SSC
Data Security Standards (PA DSS) 1.0 as an optional module.

As of version 3.16 IDPMS is the certified version following the latest PCI PA-DSS 2.0
guidelines and the security settings are no longer optional.

Understanding PCI

The Payment Card Industry Data Security Standard (PCI DSS) is a proprietary information
security standard for organizations that handle cardholder information for the major debit,
credit, prepaid, e-purse, ATM, and POS cards. Defined by the Payment Card Industry Security
Standards Council, the standard was created to increase controls around cardholder data to
reduce credit card fraud via its exposure. Validation of compliance is performed annually,
either by an external Qualified Security Assessor (QSA) that creates a Report on Compliance
(ROC) for organizations handling large volumes of transactions, or by Self-Assessment
Questionnaire (SAQ) for companies handling smaller volumes.

For more information about PCI compliancy please visit web page(s): PCI Security Standards
Council page or Wikipedia PCI

Important note

IDPMS v3.16 ensures that you are PCI Ready but not PCI Compliant. If you want your IDPMS
environment to be PCI Compliant then one of our Product Specialists has to come on-site to
provide all workstations running IDPMS with new database connectivity software. Also the
SQL Server configuration running the IDPMS database has to be modified.

For more information our Itesso Sales team can be contacted.

Page 4 of 13 Proprietary information


http://en.wikipedia.org/wiki/Payment_Card_Industry_Security_Standards_Council
http://en.wikipedia.org/wiki/Payment_Card_Industry_Security_Standards_Council
http://www.pcisecuritystandards.org/
http://www.pcisecuritystandards.org/
https://en.wikipedia.org/wiki/Payment_Card_Industry_Data_Security_Standard

*r

2 ITESSO

an aMaDEUs company

IDPMS settings

As of IDPMS v3.16 the PA DSS rules for payment applications are enforced as a standard. This
means the security options in the IDPMS setting are enabled by default and cannot be
switched off.

For IDPMS this means:

- Security settings for the IDPMS users related to password policies and user account
expiry.

- Auto log out after 15 minutes.

- Encryption of credit card data with a for each hotel unique encryption key.

- Automatic removal of all credit card data after 60 days.

IDPMS Security Settings

The Security setting can be found in the IDPMS settings. The values are populated
automatically and set to the PA DSS required values. Although the values can be changed to a
higher or lower value, IDPMS will set them back to the default values if they exceed the
minimum or maximum value for the specific settings.

For example: Auto logout time can be set to a lower value but not to a higher value as 900

seconds, as this is the maximum idle time allowed by the PA DSS standards. So if a user is not
using IDPMS actively for 15 minutes he/she is logged out automatically
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Options

Hotel
- General
- Financial[1]
- Financiall2)
- Bill specs
- Screen
- Modules
- Bangueting
- Transferorder
- Deposits
- International
- Reports
atabase

Arity

rd party and Interfaces
- Loyalty
-t ailability
- Gales

Secuiity

tinimum password length
Maximum password dagps
Check pazsword historp
Maximum login attempts
Lock out time [seconds)
Auta logout time (seconds)
tdax. account inactive daps

Purge credit card data days

- Back Dffice

- Printers

- Comigsion

- Entendad Stay

- R ate Query

- Event reservations
- Trugt accounting
- Suite Logic

- Onpremise Update

XD

- Minimum password length: The minimum password length can be set here. The
minimum number of characters is 7.

- Maximum password days: Maximum days after the user password expires and must be
renewed.

- Check password history: Number of password changes before a previous password can
be re-used.

- Maximum login attempts: Maximum number of login attempts before the user is
locked out.

- Lock out time: The time between last unsuccessful login and user being locked out and
the time the user login/name is activated/available again. For example: User has
attempted to login with incorrect password. After x unsuccessful attempts the user
account will be disabled for the time defined in this setting.

- Auto logout time: IDPMS will automatically logout any user after a period of system
inactivity. The maximum time for the system idle is 15 minutes in PCI DSS
environments.

- Max Account Inactive days: Maximum number of days a user name can remain
unused. After this period the user account is automatically deactivated. Deactivated
users can only be reactivated by an IDPMS user with sufficient right or by the Itesso
support desk.

- Purge credit card days: All credit card data in guest profiles, reservations and log files
is automatically erased/purged after the number of days configured relative to the last
depart date.
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Changes for the IDPMS user

User right settings

With the PCI DSS settings enabled new user right settings are required. In order for an IDPMS
user to be able to view credit card information the user right indicated below must be set for
each IDPMS user group entitled to view credit card information.

Menu access rights
- Helseé.rvations " Unassigned groups Full access
slatiorr EAND SUPER
ousekesping CHEF SYSTEM
ight audit DIRECTIE
ack Office EIEANEE
i
"‘l”q“e a MANAGER sy
wra RECEFTIE
eftings RESTAL
indows D

=] menu related nghts

Reservation nghts

Group rights

(- Financial rights

- Post on checked out folio
- Change Discount

- Manage local dizcounts for all hotels
- Create Debitor

- Usger can cancel postings — T
- Jzer can edit commission postings

- Usger can unlink linked postings

- Jzer can edit posting descriptions

Drag user groups to Full access
in order to grant users access to
credit card information in folio's

and profile

[+l Bannuetinn riohiz

User can view creditcard numbers — ’ x

Changes to the folio screen

In the (group) reservation screen the credit card number is masked.

Payment - - - -
Guarantee = | Tat. Excl/Incl 100.00 105,00
C O

Card # I Expiry date 12415
Card holder Credit limit 000}z

View credit card numbers

In order to view the credit card details the user can double click the credit card number. User
is then prompted if the credit card number should be displayed. If user selects “Yes” the
credit card number is displayed and this event is logged in the IDPMS database. This screen
will stay open till closed by the user.
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1DPMS Card number
'ﬁﬁﬁ' View / edit card number ? Mumber 4444333322221

Yes Mo — ’ %

User account security and password policy

PCI rules also enforce the way user credentials are handled. The following rules are applied to
the IDPMS user credentials.

- Strong passwords: This setting enforces strong password policy. (password should at
least contain a capital letter, a numeric value and one special character like “!” or “#”

- Minimum password length 7 of characters.

- Alimited time after which the user password expires and must be renewed.

- Check on password history. Number of password changes before a previous password
can be re-used.

- Maximum number of login attempts before the user is locked out.

- Lock out time: The time between last unsuccessful login and user being locked out and
the time the user login/name is activated/available again. For example: User has
attempted to login with incorrect password. After x unsuccessful attempts the user
account will be disabled for the time defined in this setting.

- Auto logout time. The number of seconds of inactivity / idle time after which IDPMS
will automatically log out the logged on user.

- Max Account Inactive days: Maximum number of days a user name can remain
unused. After this period the user account is automatically deactivated. Deactivated
users can only be reactivated by an IDPMS user with sufficient right or by the Itesso
support desk.

Credit Card data

Credit card encryption

IDPMS will generate unique encryption keys for each hotel. These keys are used for the
encryption of credit card data. An attempt to read credit card data directly from the database
will result in unreadable data.

Purge credit card data

Another important requirement of the PCI DSS requirements is purging of all credit card data
60 days after departure date. This means that during the Night Audit all credit card data
stored in credit card fields in (group) reservations, relation profiles and logging is removed
automatically.
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IDPMS Automatic On Premise Update

General

IDPMS release 3.16.4 has another important feature. It enables IDPMS to check for version
updates and to apply these updates automatically if desired.

The advantage of this feature is that it allows Itesso to release new IDPMS versions and/or
updates at a higher frequency. Updates may contain less new features or fixes per version but
the time between versions can be made significantly shorter. With this hotels can benefit
from new functionalities and fixes quicker.

Update types

IDPMS has a choice of four Auto update settings. The hotel can choose which type they want
to use by selecting their choice in the IDPMS On Premise Update setting from the IDPMS
option screen. The default set value is FULLINSTALL suitable for most hotels. For hotel
chains and multi property environments the default settings will be set to NOTIFY as other
update and acceptance procedures may apply.

1) NOTIFY
This setting will check for updates and notify selected IDPMS users that updates are
available. The hotel can contact support to schedule a manual update.

2) DOWNLOAD
This setting will check for updates, download them and notify selected IDPMS users.
This option can be used for hotels that update IDPMS themselves at their own
convenience.

3) HOTFIX
This setting will check for updates, download updates, notify selected IDPMS users
and update the IDPMS version automatically for Hotfix releases only.

4) FULLINSTALL
This settings is used to check for updates and install any hotfix or new IDPMS version
automatically.

Onpremize Update

URL [,

Custorner |0 12082

Pazzword 0

Update Type

HOTIFY Check. for updates and notify
DOWMLOAD  Check for updates and download
HOTFI Check, for updates and ingtall hotfixes onl

FULLIMS TALLICheck. for updates and install hotfizes & releazesl

At the end of each night audit process IDPMS will check if there are updates available and,

depending on the configured update type setting, apply the updates and/or send out a
notification.
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Manual update check

Users may also check manually for updates by navigating to the IDPMS help menu and select
the option “Check for Updates”. This menu item is only available for user that are member of
an IDPMS user group designated as Update Admin.

Depending on the On Premise Update settings, IDPMS will process all available updates
immediately after the option “Check for update” has been selected.

The manual update check can be found in the help menu and IDPMS prompts if it should
check for available updates.

Help I IDPMS
About IDPMS
& Check for updates?
Check for updates 4

IDPMS user manual enline Fi |

Hotel Concepts custemer portal online

Update Notification

If an update is available a selected group of users will receive a notification through the
internal IDPMS e-mail system. All users linked to the assigned user group(s) that is/are
marked as “Update Admin” will receive a notification if an update is available.

Settings [|Windows Help

Picklists

Rooms

Suites
Housekeeping
Reservations

Edit Group

Ratemanager

Einancial Description Management

in shifts v

Users User

Agends Department -
Level a0

Shift Printer Invoice ~ | Mumber of copies 2

Statistics Group

Advanced

Menu UserAcces Bin first page - Bin ather pages -
Printer confirmation ~ | Mumber of copies i

Interfaces

»
3
3
»
3
3
Allotments. 4 Group SUPER
3
»
»
3
»
Banqueting »
) Bin first page - Bin other pages S
Ewvent reservations ¥ Update Admin

License

option o X

Update notification IDPMS e-mail

If an update is found an IDPMS e-mail message is created containing information about the
update and all users part of the Update Admin member group are informed
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Edit IDPMS Mail
Date
Time 16:53
From Haotel Concepts
Subject REPLACE HC_TRANSLATIONS files
Message Dear Custorner,
Message about the received IDPMS updates
Kind regards,
Itezzo support team
Information
AR You have 1 new message(s)
a /

Update installation

If an IDPMS update was found and the update setting is set to FULLINSTALL, IDPMS will
immediately download the files and apply the update. Some updates can be done while
IDPMS is running, others may require IDPMS to shut down.

In case an update has to replace files that are in use when IDPMS is still running, IDPMS will
be shut down automatically in 60 seconds. This action cannot be cancelled and all open
IDPMS instances will be closed automatically

Warning
"j Shutdawn scheduled, reason: Update in progress

Flease close IDPMS or it will be closed automatically
in 60 seconds {and counting)

After IDPMS has been closed on all workstations the On Premise Update application executes
the update and the progress can be followed on screen.
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# (D05} OnPremiseUpdate [_ O]

Started C:IDPMI\ORPremiselpdate. exe
Configuration received

Details: 00 Property code; 003, OO INI File: CAIDPMSVIDPMEN, OO Backop path: CAIDPMIOnpremiselpdate) Taskzoh,
File replace request received

Details:O00  TaskId: zo, OO Step: 1, OO Source: CIDPMI\Onpremisepdate’ TaskZ0IDPMS.EXE, OO Destination:
Start process request received

Zin premise updake skarted

Request IDPMA shukdown

Wy aiting For IDPMS to shukdown

waiting For IDPMS to shutdown, active instances 1
W' aiting For IDPMS to shukdown, active inskances 1
Wy aiting For IDPMS to shutdown, active instances 1
W aiking For IDPMS to shukdown, active inskances 1

‘' aiting For IDPMS Fo shukdown, ackive instances 1

After the update has been completed IDPMS is automatically started and the result of the
update is displayed on screen. This is only displayed on the client/computer that initiated the
update. On other clients/pc’s IDPMS has to be started by the user.

foevs

il) IDPMS successfully updated

oy

In case the update did not succeed any changes made during the update procedure are rolled
back and the Itesso support desk is notified automatically. The hotel will be contacted to fix
the possible cause of the failed update.

Diagnostic data collection

The On Premise Update module will also send diagnostic data related to all Itesso software
installed at the hotel to an Itesso server. This data contains information such as IDPMS
software version number, running interfaces, database size and any errors that were logged
by IDPMS and/or interfaces.

This information not only allows Itesso to schedule important updates or hotfixes for our
customers but also enables us to pro-actively support any error or issue before they happen.
For example disk space limitation that may prevent the database server to write data to the
IDPMS database or monitor the functioning of interfaces.
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Other changes

Below a summary of other enhancements and improvements. For a detailed list contact our
Itesso support agents.

- Review of credit card encryption logic following latest PCI DSS specifications

- Review of all modules and logic related to PCI DSS.

- Fixed a number of memory leaks which could lead to exhaustion of computer RAM
memory especially in terminal server environments where IDPMS can stay active for
longer periods at a time.

- When extended rate functionality was switched off the rate grid screen was not
correctly displaying all fields. Extended rates allow hotels enter rates up to 6 adult and
multiple children in the rate grid screen.

- Fixed misalignment in various screens that allow user to multiple select lines. For
example the posting detail screen (F5) and the batch assign room number screen.
When selecting multiple lines the selection shifted to different line then the ones that
were selected.

- General performance improvements for Azure/Cloud environments.

- Abugin the Rate Query has been fixed that showed the hotel availability and rate in
combination with a group block. Now the available rates and rooms from the selected
block are displayed again.

- Rate Query performance for fetching and displaying grouped rates has been
significantly improved.

- CCV format error that occurred when doing a direct sale has been fixed.

- Fixed a bug that caused reloading of manual rates in reservations linked to a group
when viewing daily rates from within the group itself.
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